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EXCLUSIVE CYBERSECURITY

U.S. Wiretap Systems Targeted in
China-Linked Hack
AT&T and Verizon are among the broadband providers that were
breached
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China’s multipronged spying operations have drawn warnings in the U.S. about their economic

implications. PHOTO: ANDY WONG/ASSOCIATED PRESS

A cyberattack tied to the Chinese government penetrated the networks of a
swath of U.S. broadband providers, potentially accessing information from
systems the federal government uses for court-authorized network wiretapping
requests.

For months or longer, the hackers might have held access to network
infrastructure used to cooperate with lawful U.S. requests for communications
data, according to people familiar with the matter, which amounts to a major
national security risk. The attackers also had access to other tranches of more
generic internet traffic, they said.
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