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The Dark Web’s Role in Incident 
Response: Intelligence and Action
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▪ Kelly Garrison, Junior Partner, Pierson Ferdinand

▪ Jamie Tolles, Vice President, Response, IDX a ZeroFox Company 

▪ Nicholas Cramer, VP, Response Partnerships, IDX a ZeroFox Company (moderator)

Meet Our Panelists
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Dark Web 101
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Discovery
Dark web intelligence triggers incident

▪ Customer tries to eFile - rejected

▪ IDX guides customer through resolution process

▪ Work with IRS Identity Protection Specialized Unit (IPSU) 

▪ Form (14039) submitted 

▪ Fraud return invalidated / current return processed via mail

▪ ID.me rarely involved

https://www.irs.gov/pub/irs-pdf/f14039.pdf
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Investigation
The Dark Web’s Role In an Investigation

▪ What tools are used?

▪ What are you looking for?

▪ What is the TA doing?
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Examples from the dark web
FraudGPT:

Source: hxxps://2crd.cc/showthread.php?t=146528
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Examples from the dark web
Industry-related scam:

Source: https://www.zerofox.com/blog/the-underground-economist-volume-2-issue-20/
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Examples from the dark web
New Ransomware Affiliate:
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Examples from the dark web
Initial access brokers:

Access Broker Sales By Targeted Entity Location, 2024

Rank Country Count Average Instant 
Purchase Price (USD)

1 United States 287 $4,441

2 United Kingdom 45 $3,051

3 Brazil 43 $2,281

4 Germany 30 $1,655

5 Canada 26 $3,033

6 Australia 25 $1,966

7 India 22 $15,367

8 Spain 17 $3,715

9 France 17 $1,600

10 Italy 15 $1,283

11 Switzerland 11 $1,312

12 Netherlands 10 $1,710

Source: Deep Web Forum xss[.]is
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Recovery

Expectation Reality
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Cyber insurance

▪ Risk management tools and resources provided by carriers

▪ What’s covered, what’s not covered under your policy

▪ Ransom demands

▪ Business interruption

▪ Attacks on third party vendors, business partners

▪ War exclusion 

▪ Cyber terrorism

▪ Claims trends

▪ Costs of a claim
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Wrap up


