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Incidents and Enforcement Actions
Evolving and Emerging Laws and 
Regulations
Strategic Approaches and Tactics
Tracking Technologies



Office for Civil Rights Enforcement Actions- Security Rule
• Providence Medical Institute Notice of Final Determination (announced October 3, 2024)

• Ransomware enforcement action following 2018 breach report.  Failure to have a BAA and failure to implement policies and procedures to allow 
only authorized persons or software access to ePHI.

• Cascade Eye and Skin Centers, P.C. Resolution Agreement and Corrective Action Plan (announced September 26, 2024)
• Ransomware enforcement action following complaint. Failure to conduct compliant risk analysis and to have sufficient monitoring of its system 

activity to protect against cyber-attack.

• Heritage Valley Health System Resolution Agreement and Corrective Action Plan (announced July 1, 2024)
• Ransomware compliance review following media reports.  Failure to conduct accurate and thorough risk analysis, failure to establish and 

implement policies for responding to an occurrence that damages systems with ePHI and to restrict access.

• Green Ridge Behavioral Health, LLC Resolution Agreement and Corrective Action Plan (announced February 21, 2024)  
• Investigation following breach report revealed ransomware attack.  Failure to conduct accurate and thorough risk analysis, failure to implement 

security measures to reduce risks and vulnerabilities to a reasonable level, to implement policies to regularly review records of system activity, and 
to disclose information only as permitted by Privacy Rule. 

• Voluntary Resolution Agreement between HHS and Montefiore (announced February 6, 2024)
• Investigation following breach notification for insider theft.  Failure to conduct an accurate and thorough risk analysis, failure to implement 

procedures to regularly review records of system activity, and failure to implement technical and procedural mechanisms that record and examine 
system activity.

• Lafourche Medical Group LLC. Resolution Agreement and Corrective Action Plan (announced December 7, 2023)
• Investigation following phishing attack.  Failure to conduct risk analysis and no policies and procedures to monitor system activity.

• Doctors’ Management Services, Inc. Resolution Agreement and Corrective Action Plan (announced October 31, 2023)
• Investigation following breach notification after ransomware attack.  Failure to conduct risk analysis, insufficient monitoring of system activity, and 

lack of Security Rule policies and procedures.



Enforcement Actions
• Resolution amounts from $40,000 - $4,750,000
• Corrective Action Plans include:

• Conduct a Risk Analysis
• Develop and implement a risk management plan 
• Implement process to regularly review records of system activity
• Establish and implement a contingency plan
• Implement process to assign unique user identification
• Test and monitor the effectiveness of safeguards
• Implement audit controls
• Update Policies and Procedures, with HHS review
• Conduct training
• Identify, investigate and remediate non-compliance
• Annual reports and attestations to OCR with monitoring



Incidents Reported
Health and Human Services, Office for Civil Rights, Annual Report to 
Congress on Breaches of Unsecured Protected Health Information, For 
CY 2022 (February 14, 2024)

• OCR received 626 notifications of breaches affecting 500 or more individuals
• Affected 42,000,000 individuals in aggregate  
• Most commonly reported category of breach was Hacking/IT incident, which 

includes ransomware
• Largest Hacking/IT incident affected 3.4 million individuals 



Incidents Reported . . . 



Laws and Regulations
Washington My Health My Data Act, Data Security Practices



Laws and Regulations
California Confidentiality of Medical Information Act
A business that electronically stores or maintains medical information on the provision of 
sensitive services, including, but not limited to, on an electronic health record system or 
electronic medical record system, on behalf of a provider of health care, health care service 
plan, pharmaceutical company, contractor, or employer, shall develop capabilities, policies,
and procedures, on or before July 1, 2024, to enable all of the following:
(A) Limit user access privileges to information systems that contain medical information 
related to gender affirming care, abortion and abortion-related services, and contraception 
only to those persons who are authorized to access specified medical information.
(B) Prevent the disclosure, access, transfer, transmission, or processing of medical 
information related to gender affirming care, abortion and abortion-related services, and 
contraception to persons and entities outside of this state in accordance to this part.
(C) Segregate medical information related to gender affirming care, abortion and abortion-
related services, and contraception from the rest of the patient’s record.
(D) Provide the ability to automatically disable access to segregated medical information
related to gender affirming care, abortion and abortion-related services, and contraception 
by individuals and entities in another state.



Laws and Regulations

• On April 26, 2024, the Federal Trade Commission finalized changes to the HBNR 
to strengthen protection for data collected by health apps and other 
technologies

• The HBNR requires vendors of PHRs and related entities that are not covered by 
HIPAA to notify individuals, the FTC, and, in some cases, the media of a breach 
of unsecured personally identifiable health information.

• The HBNR also requires third party service providers to vendors of PHRs and 
PHR related entities to notify such vendors and PHR related entities following 
the discovery of a breach

• Rule effective July 29, 2024

Federal Trade Commission, Health Breach Notification Rule



New York Hospital Cybersecurity Requirements (October 2, 2024)

• Establish a comprehensive program
• Create defined cybersecurity policies
• Designate a CISO and sets personnel requirements
• Vulnerability testing
• Audit trails and records retention
• Risk assessments
• Policies for third-party cybersecurity vendors
• Identity and access management
• Training and Monitoring
• Incident Response Plan
• Report incidents affecting operations (72 hours)

One year to comply, except Incident Reporting immediately effective

Laws and Regulations



Laws and Regulations
Cyber Incident Reporting for Critical Infrastructure Act (CIRCIA) Reporting 
Requirements, Notice of Proposed Rulemaking, Department of Homeland 
Security, Cybersecurity and Infrastructure Security Agency (CISA) (April 4, 2024)

Covered entities to report to CISA:
• covered cyber incidents within 72 hours after the covered entity reasonably believes that the 

covered cyber incident has occurred
• ransom payments made in response to a ransomware attack within 24 hours after the ransom 

payment has been made. 

To enhance CISA's ability to identify trends and track cyber threat activity across the cyber threat.

Comment period was extended to July 3, 2024.



Laws and Regulations
Health Infrastructure Security and Accountability 
Act of 2024 (September)

Healthcare Cybersecurity Act of 2024 (July)



Florida Cybersecurity Incident Liability (Vetoed, June 2024)
Laws and Regulations



Strategic Approaches
1) Defend Critical Infrastructure
2) Disrupt and Dismantle Threat Actors
3) Shape Market Forces to Drive Security and 

Resilience
4) Invest in a Resilient Future
5) Forge International Partnerships to Pursue 

Shared Goals



Strategic Approaches
Pillar Three
• Market forces alone have not been enough to drive broad adoption 

of best practices in cybersecurity and resilience
• Organizations that choose not to invest in cybersecurity negatively 

and unfairly impact those that do
• We must:

• Hold the stewards of our data accountable for the protection of personal 
data 

• Drive the development of more secure connected devices
• Reshape laws that govern liability for data losses and harm caused by 

cybersecurity errors, software vulnerabilities, and other risks created by 
software and digital technologies



Tactics



Strategic Approaches
• Establish voluntary cybersecurity 

performance goals for the healthcare 
sector 

• Provide resources to incentivize and 
implement these cybersecurity 
practices

• Implement an HHS-wide strategy to 
support greater enforcement and 
accountability 

• Expand and mature the one-stop shop 
within HHS for healthcare sector 
cybersecurity



Tactics



Strategy and Tactics

Principle 1: Take Ownership of 
Customer Security Outcomes

Principle 2: Embrace Radical 
Transparency and 
Accountability

Principle 3: Build Organizational 
Structure and Leadership to 
Achieve These Goals



Tactics



Tactics
Advanced Research Projects 
Agency for Health

Investing $50 million to create 
tools for IT teams to overcome 
obstacles to current patches of 
connected devices in hospital 
environments

Solicitation forthcoming
Published May 20, 2024
Proposals Due September 18, 2024



Tactics



Strategy and Tactics



Tactics



Tactics



Tactics



Laws and Regulations
Health Infrastructure Security and Accountability 
Act of 2024 (September)

Healthcare Cybersecurity Act of 2024 (July)



Pixels and other Tracking Technologies



Common Tracking Technologies 

Source: https://developers.google.com/analytics/terms/branding-policy

Source: https://en.m.wikipedia.org/wiki/File:Meta_Platforms_Inc._logo.svg

Source: https://en.wikipedia.org/wiki/File:LinkedIn_2021.svg

Source: https://en.wikipedia.org/wiki/Matomo_(software)

Source: https://www.heap.io/press

Source: https://en.wikipedia.org/wiki/File:Adobe_Corporate_logo.svg

Source: https://newrelic.com/about/media-assets

All trademarks are the property of their respective owners.  Use of names, trademarks and brands is for educational purposes only and does not imply endorsement.



Proliferation of Pixels & Related Technologies 

• Lack of Data Portability
• Plug ‘n Play Model
• Free



Evolution of Interest in Pixels

• In 2022, OCR HHS released 
“The Bulletin” that set 
guidelines for "Use of Online 
Tracking Technologies by 
HIPAA Covered Entities and 
Business Associates."

• The Bulletin spurred a series 
of class action lawsuits under 
a variety of state and federal 
laws and legal theories.



Legal & Regulatory Landscape

• State Privacy Laws
• Wiretapping Laws
• Video Privacy Protection Act (VPPA)
• HIPAA



OCR Bulletin and Litigation



Lessons Learned from Pixel Investigations

• Remnants or old tracking technologies that may no longer be in use
• Third-party components of your organizations digital footprint that 

may be leveraging unapproved or privacy risky tracking technologies
• Unmanaged tracking technologies – not managed by centralized tag 

manager
• Digital Footprint and Tracking Tech minimization
• Misconfigured Cookie and Tracker Consent Management Tools



THANK YOU!

Copyright 2024 Quarles & Brady LLP (Quarles footer slides).  This document provides information of a general nature.  None of the information presented is intended as legal advice or opinion relative to specific 
matters, facts, situations or issues.  Additional facts and information or future developments may affect the subjects presented.  You should consult with a lawyer about your particular circumstances before 
acting on any of this information because it may not be applicable to your situation.  All trademarks are the property of their respective owners.  Use of names, trademarks and brands is for educational 
purposes only and does not imply endorsement.
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