
 

CONSUMER PRIVACY IN COMMUNICATIONS DATA: AI, ROBOCALLS, CPNI, AND BEYOND—  
A REGULATOR'S PERSPECTIVE 
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Selected Recent Developments 

Federal Communica/ons Commission 
• FCC fines largest wireless carriers for sharing location data (AT&T, Sprint, T-Mobile, 

Verizon) 
• FCC makes AI-generated voices in robocalls illegal and FCC confirms that TCPA applies to 

AI technologies that generate human voices 
• FCC adopts updated data breach no/fica/on rules to protect consumers 
• FCC implements Safe Connec/ons Act of 2022 
• FCC strengthens rules to protect consumers against SIM swapping  
• Enforcement Bureau issues and Advisory that telecommunica/ons carriers must protect 

consumers’ privacy and sensi/ve data by taking reasonable steps to prevent SIM fraud 
schemes  

• Chairwoman Rosenworcel launches the Privacy and Data Protec/on Task Force, an 
interagency working group to coordinate rulemaking, enforcement, and public 
awareness efforts in protec/ng consumer privacy 

Federal Trade Commission 
• FTC prohibits InMarket Media LLC from selling precise or sharing precise loca/on data 
• AQer charging Ring with improper use of customer videos and failure to implement 

security protec/ons, the FTC returns over $5.6 million to consumers 
• FTC prohibits data broker X-Mode and its successor Outlogic from sharing or selling any 

sensi/ve loca/on data 
• FTC bans Rite Aid from using AI facial recogni/on technology 
• FTC takes ac/on against Global Tel*Link over security failures that led to breach of 

sensi/ve data  
• FTC prohibits Avast from selling browsing data for adver/sing purposes 
• FTC 2023 Privacy & Data Security Update 
• Privacy and Security Blog Posts 

Indiana  
• Indiana HB Enrolled 1133, Use of Digitally Altered Media in Elec/ons 
• Indiana SB Enrolled 17, Age Verifica/on for Material Harmful to Minors  

 

 

https://www.fcc.gov/document/fcc-fines-largest-wireless-carriers-sharing-location-data
https://docs.fcc.gov/public/attachments/FCC-24-40A1.pdf
https://docs.fcc.gov/public/attachments/FCC-24-42A1.pdf
https://docs.fcc.gov/public/attachments/FCC-24-43A1.pdf
https://docs.fcc.gov/public/attachments/FCC-24-41A1.pdf
https://www.fcc.gov/document/fcc-makes-ai-generated-voices-robocalls-illegal
https://www.fcc.gov/document/fcc-confirms-tcpa-applies-ai-technologies-generate-human-voices
https://www.fcc.gov/document/fcc-confirms-tcpa-applies-ai-technologies-generate-human-voices
https://docs.fcc.gov/public/attachments/FCC-23-111A1.pdf
https://docs.fcc.gov/public/attachments/FCC-23-111A1.pdf
https://docs.fcc.gov/public/attachments/FCC-23-96A1.pdf
https://docs.fcc.gov/public/attachments/FCC-23-95A1.pdf
https://docs.fcc.gov/public/attachments/DA-23-1148A1.pdf
https://docs.fcc.gov/public/attachments/DA-23-1148A1.pdf
https://docs.fcc.gov/public/attachments/DA-23-1148A1.pdf
https://www.fcc.gov/document/chairwoman-rosenworcel-launches-privacy-and-data-protection-task-force
https://www.fcc.gov/privacy-and-data-protection-task-force
https://www.ftc.gov/legal-library/browse/cases-proceedings/2023088-inmarket-media-llc
https://www.ftc.gov/legal-library/browse/cases-proceedings/2023113-ring-llc
https://www.ftc.gov/legal-library/browse/cases-proceedings/2023113-ring-llc
https://www.ftc.gov/news-events/news/press-releases/2024/04/ftc-sends-refunds-ring-customers-stemming-2023-settlement-over-charges-company-failed-block
https://www.ftc.gov/news-events/news/press-releases/2024/04/ftc-finalizes-order-x-mode-successor-outlogic-prohibiting-it-sharing-or-selling-sensitive-location
https://www.ftc.gov/news-events/news/press-releases/2024/04/ftc-finalizes-order-x-mode-successor-outlogic-prohibiting-it-sharing-or-selling-sensitive-location
https://www.ftc.gov/legal-library/browse/cases-proceedings/2023190-rite-aid-corporation-ftc-v
https://www.ftc.gov/legal-library/browse/cases-proceedings/2123012-global-tel-link-corporation
https://www.ftc.gov/legal-library/browse/cases-proceedings/2123012-global-tel-link-corporation
https://www.ftc.gov/legal-library/browse/cases-proceedings/2023033-avast
https://www.ftc.gov/system/files/ftc_gov/pdf/2024.03.21-PrivacyandDataSecurityUpdate-508.pdf
https://www.ftc.gov/business-guidance/blog/term/1420
https://iga.in.gov/pdf-documents/123/2024/house/bills/HB1133/HB1133.06.ENRS.pdf
https://iga.in.gov/pdf-documents/123/2024/senate/bills/SB0017/SB0017.05.ENRH.pdf


 

Addi2onal Statues & Cases  
 

• Communica,ons Act  
• Sec,on 5 of the Federal Trade Commission Act 
• Indiana Code Ar,cle 15, Consumer Data Protec,on 
• Arizona AG along with the ABorneys General of Alabama, Arkansas, California, Colorado, 

Connec,cut, D.C., Delaware, Florida, Georgia, Hawaii, Idaho, Illinois, Indiana, Iowa, Kansas, 
Kentucky, Louisiana, Maine, Maryland, MassachuseBs, Michigan, Minnesota, Mississippi, 
Missouri, Montana, Nebraska, Nevada, New Hampshire, New Jersey, New Mexico, New York, 
North Carolina, North Dakota, Ohio, Oklahoma, Oregon, Pennsylvania, Rhode Island, South 
Carolina, Tennessee, Texas, Utah, Vermont, Virginia, Washington, West Virginia, Wisconsin, and 
Wyoming brought suit against Avid Telecom for allegedly ini,a,ng and facilita,ng 7.5 billion 
illegal robocalls to millions of people on the Do Not Call Registry. 

• New Hampshire Primary and AI Robocalls, Complaint 
• State of Indiana v. Google, Complaint and SeBlement Agreement 
• IN State AG fights for pa,ent privacy 

o Apria Healthcare Complaint, Press Release 
o Inmediata Health Group Final Judgment and Consent Decree, Press Release 

 

https://transition.fcc.gov/Reports/1934new.pdf
https://www.ftc.gov/about-ftc/mission/enforcement-authority
https://casetext.com/statute/indiana-code/title-24-trade-regulation/article-15-consumer-data-protection
https://freespeechforpeople.org/wp-content/uploads/2024/03/ecf-1-complaint-03-14-24-1.pdf
https://events.in.gov/event/attorney_general_todd_rokita_continues_fight_for_patient_privacy_files_suit_against_apria_healthcare
https://events.in.gov/event/attorney_general_todd_rokita_protects_15_million_patients_from_inmediatas_data_breach_leads_33_states?utm_campaign=widget&utm_medium=widget&utm_source=State+of+Indiana

