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privacyand securityincidents. In the event of a privacyor securitybreach,shehelpscompaniesrespond,
successfullyguiding them through investigation,remediation,notification and any ensuinggovernment
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A Brief History of 
Ransomware



Ransomware Landscape

Å Significant threat to global 
organizations

ÅWe continue to see an increase in 
ransomware-related intrusions

Å Shift by more sophisticated financially 
motivated actors towards use of 
ransomware/extortion
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Post-Compromise Targeting

ÅMajority recent Mandiant 
investigations involved post-
compromiseapproach

ÅKey advantages associated 
with post-compromise 
operations versus traditional 
indiscriminate targeting



Typical Ransomware Attack Lifecycle

Attacker

Credential Theft
Internal Reconnaissance
Lateral Movement Tools
Escalate Privileges
Delete Backups

1STSTAGE

Victim
Organization

3RDSTAGE

Ransomware

POST COMPROMISE APPROACH

2ND STAGE

Data Theft 
(Sometimes)



Typical Ransomware Attack Lifecycle

ÅSingle Factor Perimeter Compromise

ÅEmail Phishing

ÅSoftware Vulnerabilities

Common Initial Access Vectors: 

ÅHuman Actors

ÅRansomware -As-A-Service (RaaS)

ÅQuick Deployments

ÅData Theft and extortion

Special considerations:



Exploitation Model

Access

+ Credentials

+ Connectivity

_______________

PROFIT=



Preparation

Insurance and Risk Transfer



Insurance and Risk Transfer

ÅSome Best Practices When Buying 
Insurance
Å Is cyberextortion coverage included?
Å Is business interruption and extra 

expense coverage included?
Å Is bricking coverage included?
Å Is betterment coverage included?
Å Is your choice of forensic firms and law 

firms included in the policy?At what 
hourly rate?

Å How does the policy cover non-litigated 
resolutions with customers?



Insurance and Risk Transfer

ÅOther Risk Transfer Questions
Å What limits (and sublimits) are in the 

tower of coverage?
Å What policies does the company have 

that might respond to ransomware?
Å Cyberinsurance
Å Kidnap, ransom, and extortion
Å Crime insurance
Å Property insurance

Å Who is filling out the application?
Å What is the retroactive date?



Attack Scenario



Scenario:  Day 0 (Friday evening)

ÅAt 4:00pm ET on Friday afternoon, InfoSec 
receives alerts that certain systems are 
unavailableand it appears to be a ransomware 
event.
ÅEmail does not appear to be disrupted. 
ÅInfoSec undertakes initial containment efforts. 
ÅA number ofserver instances appear not to be 

available.



Day 0 (Friday evening)

A ransom note is discovered:



Day 0-1 (Overnight to Saturday)

Å Decision needs to be made on shutting down the network



Day 1 (Saturday)

ÅAfter following the instructions, and 
inputting the key, a timer begins to count 
down. 

ÅtǊƛŎŜ ǿƛƭƭ ōŜ ŘƻǳōƭŜŘ ƛŦ ȅƻǳ ŘƻƴΩǘ Ǉŀȅ ƻƴ ǘƛƳŜ 

ÅRansom negotiator establishes contact:

Å threat actor claims to have 30GB of data

Å threatens to publish in 7 days unless full payment 
received


