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Heather Egan Sussman
Cyber, Privacy & Data Innovation
Orrick Herrington & Sutcliffe LLP

HeatherEganSussmarns headof Orrick'sglobal Cyber,Privacy& DatalnnovationGroupand is rankedby
ChamberdJSA ChambersGlobaland TheLegal500 United Statesasa leaderin her field.

Heather routinely guides clients through the existing patchwork of laws impacting privacy and
cybersecurityaround the globe Outsideof the U.S, she manageseams of talented counselaroundthe
world to deliver seamlessadvice for clients that operate acrossmany jurisdictional lines, developing |
comprehensiverivacyand cybersecurityprogramsthat addresscompetingregulatoryregimes Shedrafts
online privacynoticesfor globalrollout andimplementsdatatransfermechanismsor the free flow of data
worldwide.

Heatheralsohelpsclientsdevelopand achievetheir data innovation strategies,so they can leveragethe
incrediblevalue of data and digital technologiesin waysthat not only meet complianceobligations,but
also support innovation, deliver value to the business,meet security needs and solidify brand and
consumertrust. Heatherdevotesa significantpart of her practiceto helping clients reduce the risk of
privacyand securityincidents In the event of a privacyor securitybreach,she helpscompaniesrespond,
successfullyguiding them through investigation,remediation, notification and any ensuinggovernment
inquiries

Heather frequently writes on current privacy and information security issuesbefore trade and legal
organizationsand hasbeenquoted in hundredsof major newsoutlets.
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Steve Elovitz
Managing Director
FireEye Mandiant

As a Managing Director of FireEyea I Y R A IIngider®2 Responseteam, Steve is
responsiblefor guiding his clients through cyber security crises advising executive
decision making, overseeinginvestigations,remediations, and enterprise hardening
efforts. In this role, Stevehas led the investigationsinto some of the most notable
incidents in history and has ample experience responding to both nation-state
sponsoredcyberespionageaswell asfinanciallymotivated attacks

Steve also helps enable his clients develop their security programs by proactively
identifying, prioritizing, and mitigating securityrisks Hisrole on the front linesenables
him to seethe latesttools, tactics,and proceduresin useby attackers,aswell aswhat
securitycontrolsare effectiveat preventing,detecting,and disruptingattacks
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Scott Godes

Partner, CeChairc Insurance Recovery and
Counseling Practice
Barnes & Thornburg LLP

Describedas the & Y 2 #@téresting insurancelawyer in the ¢ 2 NI SRakt ¢
Godesis a Chambergated insurancerecovery attorney who has assisted
clients recover more than $1 billion in insurancecoverage He focusedhis
insurancerecoverywork on coveragefor cybersecurityand privacyclaimsin
2008andis one of the few lawyersin the countrywho haslitigated the scope
of insurancecoverageavailablefor data breachclaimsunder cyberinsurance
policies He alsohashelpedclientsrecovermillionsfor data privacyincidents
andcyberattacksundercyber,crime, CGLfirst party property, and TechE&O
insurancepolicies,aswell asin connectionwith professionaliability claims
He has provided strategic coverageadvice for companiesthat have had
cloud-basedprivacyand cybersecurityevents
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Adam Abresch
National Cyber Risk Practice Leader
Acrisure

As the Cyber Risk Practice Leader at Acrisure, Adam is responsible for designing custom
Cyber, Crime and Technology solutions for Acrisure clients across the globe. Adamisalsoa
guest lecturer at Fordham University, Hofstra University and leads Cyber Liability education
for over 230 Acrisure Partner Agencies throughout the country.

Adamisa frequent speaker and thought leader on Cyber Risk, including featured
presentations at MetDiligence, the Professional Liability Underwriters Society ([PLUS) Cyber
Conference and the New lersey and New York City Bar Associations. A proud Tarheel,
Adam graduated from the University of North Carolina at Chapel Hill and maintains a
Certified Insurance Counselor (CIC) designation, Cyber COPE Insurance Certification {CCIC)
from Carnegie Mellon/Chubb and was the recipient of NetDiligence’s 2019 Toby Merrill

Rising Star Award.
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Ransomware Landscape
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A Significant threat to global
organizations

A We continue to see an increase in

ransomwarerelated intrusions

A Shift by more sophisticated financiallv
motivated actors towards use of

ransomware/extortion

Threat Research

Pick-Six: Intercepting a FING Intrusion, an Actor
Recently Tied to Ryuk and LockerGoga
Ransomware P—

April 05, 2019 | by Brgnda:or:

e Summer of Ransomware:
Summary Securlty Attacks Hit Cities in
scenty Py aneoes o Texas, Florida

the
There s a Texas-sized
ransomware problem
brewing on the heels of

d cimilarincidentein

22 Texas Towns Hit With Ransomware |
Attack In 'New Front’ Of Cyberassault

L
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e Threat Research

cccccccc d Containment Strategies:
for Endpoint Protection, Hardenin:




Evolution of Ransomware
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CryptoLocker

?

2013

?

2014

SamSam

?

2015

?

2016

WannaCry /
NotPetya

?

2017

Ryuk

FING6 incorporates
ransomware

?

2018

Indictment and
Sanctions of
SamSam
operators

Victim Naming and
Shaming Trend
Begins
in Q4

?

2019

Indictment and
Sanctions of
Dridexoperators
o BvilCorg 0

Revi|
DopplePaymer
Conti,Netwalker
and others create
public shaming

sites
2021
Targeting of Continued

Diversification of
Extortive Tactics

Healthcare
Organizations



PostCompromise Targeting
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A Majority recent Mandiant
Investigations involveg@ost-
compromiseapproach

A Key advantages associated
with postcompromise
operations versus traditional
Indiscriminate targeting

Victim / Vigﬁm

“SHOTGUN"

INDISCRIMINATE

APPROACH
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Victim

\ Victim

Victim

POST
COMPROMISE
APPROACH
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Victim organization
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Escalate privileges
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POST COMPROMISE APPROACH

A‘Q'A""

Attacker Victim
Organization

1STSTAGE 2N\PSTAGE 3RPSTAGE

Credential Theft

Delete Backups

Internal Reconnaissance
Lateral Movement Tools » »
Escalate Privileges —

Data Theft Ransomware
(Sometimes)
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e Common Initial Access Vectors:

A Single Factor Perimeter Compromise
A Email Phishing
A Software Vulnerabilities

mmmm Special considerations:

A Human Actors

A Ransomware -As-A-Service (RaaS)
A Quick Deployments

A Data Theft and extortion
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+ Connectivity
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Insurance and Risk Transfer
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A Some Best Practices When Buying

| K (:a‘\(_‘,e Insurance

Is cyberextortion coverage included?
Is business interruption and extra
expense coverage included?

Is bricking coverage included?

|s betterment coverage included?

Is your choice of forensic firms and lav
firms included in the policy?At what
hourly rate?

How does the policy cover nchtigated
resolutions with customers?

o Do o o o

To
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Ge A Other Risk Transfer Questions
A What limits (andsublimits) are in the

tower of coverage?

A What policies does the company have
that might respond to ransomware?
A Cyberinsurance
A Kidnap, ransom, and extortion
A Crime insurance
A Property insurance

A Who is filling out the application?

A What is the retroactive date?
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A At 4:00pm ET on Friday afternoon, InfoSec
receives alerts that certain systems are
unavailableand it appears to be a ransomware
event.

A Email does not appear to be disrupted.
A InfoSec undertakes initial containment efforts.

A A number ofserver instances appear not to be
available.
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A ransom note is discovered:

[ Welcome to DarkSide ] »

khat happend?

Your computers and servers are encrypted, backups sre deleted. We use strong encryption algorithms, so you cannot decrypt your data,
But you can restore everything by purchasing a special program from us - unlversal decryptor. This program will restore all your network.
Fallow our instruections below and you will recover all yours data.

What guarantees?

We value our reputation. [ we do not do our work and liabilities, nobody will pay uws. This is not in owr interests.
A1l our decryption software is perfectly tested and will decrypt your data. We will also provide support in case of problems.
We guarantes to decrypt ome file for free. Go to the site and contact us.

How to get access on website?

Using a TORE browser:

1) Download and install TOR browser from this site: https://ftorproject.orgl

2) Open our website: http://darksidfgzcuhtk2.ondon/KBELXKYKNEESGZTRFYWCEIEHMAITXOIVZCLSEDAL IVPXUIQ)ZBG2TEG269ZIFSFM

When you open our website, pwt the following data in the input form:
Key:

Omir g cP7madPtvXF 250NPIAK g IozRuGz FEgusNAXCu ThdVZgtewdt POud gy g c EcWUxSwEL PrbMs 12 ConfySREIDgP L8 rvdUG] gl 2w Ik 1 BEL 2CF 2G5 LBoQTF g0l wMr TheemSelihc S 0 2482 S XWhy Qzy 96 B kil z IWp Suvl Ty AZSZBKD 1 odGabSDk IF Y
CylneUMARDYeaCakokKGIHEKSAN cmx Fu ] bvoVBy jn2ArgDmd RN : ok BCO0GRP < PLBGER pll i 2 BwguSXupgd DvP jrvamdV] 2L rhx@L EHE s rhmve dnf e L Hn2 temlog ScbVE [RY F2 1Aw K] 1y 2 Dk hU2 82 ECvBXDED FURue THA S nnVOK OV T Kewl 1R 28 rdwxmd BRw

E7E

QZxvBUKZ1rd ThIGSw ISR 3N G 1 XFecupTrr Kt TZOHN] 4Ake 1 2 FvepgCazbul 5T FPIBCVCAmt sy BWC Do j ARmERAGAMNSZS

ED DANGER P!
DO NOT MODIFY or try to RECOVER any files yourself. We WILL NOT be able to RESTORE them.
111 DMNGER 11
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 The General Counsel retains outside counsel who launches a privileged and confidential investigation
— Legal launches the Cyber Crisis Framework and convenes the IRT
— Counsel retains outside forensics firm, ransom negotiator and PR firm
— Carrier is put on notice

* The IRT schedules and proceeds with daily technical calls and separate legal and business team calls.

* There are no available backups from which to restore affected systems.

A Decision needs to be made on shutting down the network
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A After following the instructions, and
inputting the key, a timer begins to count
down.

At NAOS ¢gAftf 0S R2dz0ft SR AT &2dz R2y Qi LJ &
A Ransom negotiator establishes contact:

A threat actor claims to have 30GB of data

A threatens to publish in 7 days unless full payment
received



