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Agenda

• Enforcement landscape 

• A closer look at Germany, France, and the UK

• Responding to investigations and fines 

• Defending against GDPR civil claims



ENFORCEMENT LANDSCAPE
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Powers of DPAs

Art 58(2) GDPR/ UK GDPR

Issue warnings

Issue reprimands

Order to comply with the 

data subject’s request

Order to comply with GDPR

Order to communicate a 

data breach 

Impose a temporary or 

definitive limitation

Withdraw a certification 

Order a rectification or erasure of 

personal data or restriction of 

processing 

Impose an administrative fine

Up to greater of (i) EUR 20m/ GBP 

17.5m; or (ii) 4% of global turnover –

double liability post Brexit
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GDPR sanctions imposed - May 2018 to July 2019

€1,000,000 to €10,000,000 

€100,000 to €1,000,000

€0 to €100,000

Maximum fine imposed

> 10 000 000 €

Total penalties regardless of 

the amount of the fine
(X)

(4)

(14)

(5)

(1)

(6)

(3)

(8)

(1)

(2)

(1)

(1)

(16)

(1)

(4)

(2)

(1)

(10)

(1)

(Figures calculated to the best of our 

knowledge, using public sources)
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GDPR sanctions imposed - May 2018 to December 2019 

€1,000,000 to €10,000,000 

€100,000 to €1,000,000

€0 to €100,000

Maximum fine imposed

> 10 000 000 €

Total penalties regardless of 

the amount of the fine
(X)

(5)

(1)

(22)

(3)

(6)

(1)

(2)

(2)

(2)

(1)

(6)

(21)

(5)

(6)

(31)(4)

(3)
(16)

(8)

(8)

(22)

(1)

(Figures calculated to the best of our 

knowledge, using public sources)
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GDPR sanctions imposed - May 2018 to March 2021 

€1,000,000 to €10,000,000 

€100,000 to €1,000,000

€0 to €100,000

Maximum fine imposed

> 10 000 000 €

Amount of sanctions unknown 

Total penalties regardless of 

the amount of the fine
(X)

(2)

(18)

(29)

(5)

(11)

(23)

(20)

(15)

(12)

(8)

(5)

(5)

(12)

(38)

(2)

(6)

(54)

(6)

(7)

(17)

(195)

(49)

(4)

(23)

(20)

(5)

(5)

(1)

(Figures calculated to the best of our 

knowledge, using public sources)
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Largest GDPR & ePrivacy fines

€ 60 m

€ 40 m
Dec 2020

Controller

Violation

Search Engine

ePrivacy Directive – Inadequate sufficient consent and transparency for use of 

cookies for marketing/ advertising 

€ 50 m Jan 2019

Controller

Violation

Search Engine (upheld by the French State Council on Jun 2020)

Insufficient legal basis for data processing (invalid consent for targeted advertising) 

and non-compliance with transparency obligations

€ 35 m Dec 2020
Controller

Violation

Online Retailer & Platform

ePrivacy Directive – Cookie failure, breach of personal data

€ 35 m Oct 2020
Controller

Violation

Online Retailer 

Insufficient legal basis for data processing

€ 27 m Jan 2020
Controller

Violation

Telecommunications Operator  

Insufficient legal basis for data processing

€ 22 m Oct 2020

Controller

Violation

Airline 

Insufficient technical/organizational measures to ensure information security – Final 

fine reduced from proposal of € 204 m

€ 20 m Oct 2020

Controller

Violation

Hotel Chain 

Insufficient technical/organizational measures to ensure information security – Final 

fine reduced from proposal of € 110 m
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Most sanctioned breaches 

40%

30%

10%

10%

10%

2018

32%

24%1%

20%

1%

7%

1%

1%

1%
8%

4%

2019

37%

22%

3%

16%

1%

8%

0%
1%

7%
5%

2020

(Figures calculated to the best of our knowledge, using public sources)
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Most impacted categories of individuals

67%

11%

22%

2018

41%

6%15%

38%

2019

36%

9%
9%

46%

2020

(Figures calculated to the best of our knowledge, using public sources)



A CLOSER LOOK AT GERMANY, 
FRANCE, AND THE UK



The Hamburg Commissioner for Data Protection and Freedom of 

Information fined H&M for data protection violations
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Germany - GDPR fines: An example

How much?

H&M was fined 

€35,258,708.95

Why?

„Several hundred employees […] have been 

subject to extensive recording of details 

about their private lives.“

More Information

The authority has 

published a press 

release.

Press release available here: https://datenschutz-hamburg.de/assets/pdf/2020-10-01-press-release-h+m-fine.pdf

https://datenschutz-hamburg.de/assets/pdf/2020-10-01-press-release-h+m-fine.pdf
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Germany - GDPR fines overview

€0.3 million
• Soccer club in southern Germany (LfDI Baden-Württemberg, 10 March 2021)

• Negligent violation of the duty of accountability within the meaning of Art. 5 (2) GDPR

€10.4 million
not yet final, the company has 

lodged an appeal

• Hardware-Supplier (LfD Niedersachsen, 08 January 2021)

• Illegitimate video surveillance of employees and customers over a period of at least two 

years

€1.2 million
• Health insurance company (LfDI Baden-Württemberg, 30 June 2020)

• Use of data of around 500 people who previously participated in a giveaway for marketing 

purposes

€9.5 million /

€0.9 million

• Telecommunication company (BfDI, 09 December 2019)

• Unauthorized persons were able to obtain customer data due to insufficient authorization 

in the customer service process

€14.5 million / closed
• Real estate company (BlnBDI, 05 November 2019)

• Data storage of former tenants in an archive without a legal basis and without a possibility 
for deletion
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Germany – DSK Fine Model 

• German DPA Coordination Board (DSK) has published a comprehensive model for calculating 

GDPR fines

• Current German model under DSK review after a recent ruling of the Bonn District Court (11 Nov. 

2020), which reduced a GDPR fine from €9.5m to €0.9m

Potential consequences of the new fine model

Probably significantly higher fines for data protection violations in the future 

(revenue based model)

The amount of fines will become more predictable. Managers may have to put 

more focus on factoring in GDPR fines in their risk management
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Germany – Legal framework for fines

The Case & authorities’ action

The Berlin DPA fined a company

and argued that the company had

allegedly not implemented the

technical and organizational

measures with regard to

implementation and application of

proper deletion routines

according to Art. 25 GDPR.

The authority fined the company

directly without establishing

individual personal guilt.

Court’s ruling

The court ruled that the fine-

notice is invalid. The court argued

that Companies can not be held

liable directly unless culpable

actions of individuals are

established and proven.

The authority must prove a

violation, possibly including lack

of management supervision.

Status quo

The public prosecutor’s office has

filed an appeal.

An appeal ruling is expected later

in 2021. The appellate court may

also refer the case to the CJEU.

Recent court ruling: Berlin District court (18 Feb 2021)
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France - GDPR & ePrivacy fines overview

€50 million
• Google LLC (search engine) (21 January 2019)

• Lack of transparency, unsatisfactory information and lack of meaningful consent

€60 & €40 million
• Google LLC and Google Ireland (search engine) (7 December 2020)

• Cookie breach, breach of personal information, failure to collect consent, breach of right 

of objection

€35 million
• Amazon (e-commerce) (7 December 2020)

• Cookie failure, breach of people's information

€2.25 million

• Carrefour France (large distribution) (18 November 2020)

• Data retention breach, breach of the exercise of rights, breach of personal information, 

breach of access rights, right of erasure, right of objection, breach of duty to ensure data 

security and confidentiality, cookie breach, cookie breach

€0.8 million
• Crossroads Bank (bank) (18 November 2020)

• Failure to deal with data fairly, breach of personal information, cookie breach
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France – CNIL fining criteria

Criteria based on the people involved

The existence of harm suffered by the 

persons concerned or the risk of such 

harm

The existence and number of complaints

filed by those affected

The large number of people affected by

the breach

Criteria based on the company itself

The business model of the company 

and in particular the question of 

whether the company derives a 

financial benefit from the failures / 

whether it is the core of its business

The company's financial capabilities

(including changes in earnings)

The size of the company

Criteria based on the breach at issue

The duration of the breach

The seriousness of the breach (the

breaches appear to be particularly

serious when it relates to the rights of

the persons concerned, the collection of

consent, the obligation to inform, the

duration of retention and the security of

the data)

The continuity/systematic nature of the

breach

The nature of the measures that should

have been taken to avoid the breach

The vulnerability of the people concerned

(employees)

The scope of the company's activities 

and its dominant position in a market

The question of whether the company

was created before the GDPR came

into force (the CNIL considers that it

cannot ignore the basic rules of data

protection)

The number of breaches and their

structural/recurrent nature

The central place occupied by the

company's activities in the daily lives of

those affected

Substantial infringement of privacy and

data protection
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France – CNIL fining criteria

The company's cooperation with the

CNIL (facilitating investigations, taking

into account the rapporteur's comments

even before the decision of the restricted

training)

Criteria based on the good faith of the 

company

Measures taken by the company to

mitigate the damage suffered by those

affected

The speed of corrective measures

implemented by the company to comply

with the start of the procedure

The organizational and financial means

deployed by the company to bring itself

into compliance

Company structure/ turnover

The CNIL takes into account turnover of:

• subsidiaries owned by the offending

company who have benefited from the

processing in question

• group companies that have benefited

from the processing (data pooling)

• group companies that have been

involved in the collection of data

related to the processing

The CNIL seems to consider that an

imputation of liability to the economic

successor of the company in breach would

be justified and that companies should not

be able to escape sanctions through

restructurings, divestitures or other legal or

organizational changes

The nature of the data in question

(sensitive data or need to be particularly

vigilant as they expose people to a risk of

fraud)

Other aggravating or mitigating

circumstances in calculating the fine

The fact that the violated obligaton

already existed before the GDPR came

into force

Lack of compliance with treatment on the

day of the conclusion of the trial

Isolated or purely formal failures

The existence of previous decisions

sanctioning similar breaches
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UK – Evolution of the ICO’s fines since 2011

Max: £500,000 under 
the DPA 1998

Max: €20,000,000 or 
4% total global annual 

turnover

1 2

2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

Largest fines
7

£130 K

23

£325 K

13

£250 K

6

£200 K

8

£200 K

9

£400 K

22

£150 K

15

£500 K

15

£400 K

17

£22 

million

11

£250 K
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UK – ICO fine guidance

• The UK DPA (ICO) published draft guidance on actions and enforcement in 

October 2020 

• On fines, the guidance states these are for “the most serious breaches” and 

“typically involve intentional or negligent acts, or repeated breaches of 

information rights obligations, causing damage to individuals”. 

• Organisations are first given a ‘notice of intent’, and will have 21 days to 

respond. 

• Nine-step mechanism to determine fine amount:

1. Assessment of seriousness considering relevant factors under DPA
2018. 

2. Assessment of degree of culpability, taking into account the 
intentional/negligent nature of the processing.

3. Determination of turnover. 

4. Calculation of an appropriate starting point: 

5. Consideration of relevant aggravating and mitigating features (e.g. 
financial benefits gained, or losses avoided etc.).

6. Consideration of financial means. 

7. Assessment of economic impact. 

8. Assessment of effectiveness, proportionality and dissuasiveness.

9. Early payment reduction - 20% if paid in 28 days, but not available if 
decision appealed.
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UK – Class action developments 

Lloyd v Google

…Watch this space…

• UK Supreme Court – Heard in April; decision expected June – August

• Relates to Google’s use of cookies on iPhone Safari browsers

• Case is brought as an ‘opt-out’ class action

• Court is expected to address:

1. Viability of opt-out class actions for data protection claims in the UK

2. Viability of damages for loss of control over data



RESPONDING TO
INVESTIGATIONS AND FINES
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Mitigating the risk

Preparedness 

for crisis 

management

Self-disclosure or 

notification

Determine and maintain 

processes and policies

Be reactive to 

complaints / DSARs 

from employees, 

customers, etc.

Determine roles 

and responsibilities

Internal 

coordination

Monitor and be responsive 

to activities of SAs

Effective 

communications 

strategy

DPO involvement

Response documentation 

prepared (draft communications, 

litigation documentation, 

compliance documentation)
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How to respond

Documentation in place demonstrating GDPR policies and 

processes

Documents evidencing implementation of and 

adherence to policies and processes

Privilege?

Demonstration of GDPR improvement / remediation 

measures

Obligation to demonstrate GDPR compliance
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How to defend GDPR fines?

Strategic Decision: 

Full Cooperation or adversarial defense?

Cooperation

• Often recommended if only the amount 

of the possible fine is in contention

• Cooperation must be taken into 

account as a mitigating factor when 

determining the fine (Art 83(2)(h) 

GDPR)

Adversarial Defense

• If the company does not consider the 

fine to be justified, adversarial defense

may be advisable

• Little cooperation with the authority 

and prepare for proceedings in court
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How to defend GDPR fines?

Constitutional 

Guarantees 

and 

Fundamental 

Rights

Burden of 

Proof

Raising 

Legal 

Issues

Settlement

Dispute 

Application of 

GDPR

Dispute 

Jurisdiction of 

the SAIn all defence strategies, possible

downstream civil liability and possible

damages to reputation must always be

taken into account.



DEFENDING AGAINST
GDPR CIVIL CLAIMS
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Conditions for liability

Art 82 GDPR/ UK GDPR: Any person who has suffered material or non-material damage as a result of an

infringement of this Regulation shall have the right to receive compensation from the controller or processor

for the damage suffered.

Responsibility

Art. 82 addresses the 

controller or the 

processor

Key risks

Key risks in practice 

are inadequate data 

security or violations of 

data subject rights

Damage

Material or immaterial 

(non-material) damage

Causality

The damages must be 

a result of the 

infringement



Art 82 GDPR/ UK GDPR: Damages can be of material or immaterial nature. The extent of the concept of 

damages is highly disputed in case law 
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Damages

Restrictive Approach

The GDPR violation must lead to a concrete, 

not merely insignificant or perceived violation 

of personal rights

Risk of abuse

A trivial loss/ 

impairment does 

not justify 

immaterial damages

Extensive Approach

A relatively low level 

of loss/ impairment 

can lead to claimable 

damages
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Lessons from the German courts

€800
AG Hildesheim, 5 Oct 2020

The concept of non-material damage is to be interpreted broadly (deterrent effect).

€300 
LAG Köln, 14 Sept 2020

Claims for damages under the GDPR should have an educational effect.

€1.500
ArbG Dresden, 26 Aug 2020

Claims for damages should have a deterrent effect.

€1.500
ArbG Neumünster, 11 Aug 2020

Claims for damages should have a deterrent effect.

€1.000
LG Darmstadt, 26 May 2020

The loss of control over data causes damage.

€5.000
ArbG Düsseldorf, 05 Mar 2020

The effective sanctioning of GDPR violations can only be achieved through a deterrent effect of 

claims for damages.

Recent court rulings awarding damages:
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Lessons from the German courts

OLG Stuttgart
31 Mar 2021

No shifting of the burden of proof or facilitation of evidence – the rules of evidence of the Code of 

Civil Procedure (ZPO) do apply.

LG Frankfurt a. M. 
18 January 2021

The plaintiff must demonstrate that damage has occurred.

OLG Dresden
12 January 2021

Claims for damages require either a serious interference with personality or some other significant 

impairment.

OLG München
8 December 2020

A less serious violation of the right of personality may, under certain circumstances, constitute non-

material damage (blocking of a user profile not sufficient).

LG Landshut
6 November 2020

Damages for pain and suffering under the GDPR are not to be awarded for a minor breach without 

serious prejudice.

Learn more
https://www.lw.com/thoughtLeadership/GDPR-Violations-in-Germany-Civil-Damages-Actions-on-the-Rise

Recent court rulings denying damages:

https://www.lw.com/thoughtLeadership/GDPR-Violations-in-Germany-Civil-Damages-Actions-on-the-Rise


On 15 April 2021, the Austrian Supreme Court referred to the CJEU the following key questions 

regarding non-material damages for data protection infringements under Art. 82 GDPR. The Decision 

is likely to have significant implications for ongoing and future proceedings.

1. Breach equals infringement (?)

Is the breach of the GDPR, in itself, sufficient for the award of damages?

2. EU law requirements

In addition to the principles of effectiveness and equivalence, does EU law impose further 

requirements that national courts must observe when assessing damages under Art. 82 GDPR?

3. Materiality threshold

Does non-material damage require a consequence (or consequence of the infringement of at least 

some weight) that goes beyond the annoyance caused by the infringement?

32

Guidance from the CJEU? 



Publicized fine proceedings or data breaches increasingly call commercial litigation financiers or specialized 

consumer attorneys to the scene
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Litigation financiers

A known business model

Business model of financed litigation is 

already established in other areas of law 

(e.g. consumer rights)

Examples

Kleinfee, EuGD, 

RightNow

Advertisements

Specific marketing 

to obtain 

assignments of 

claims
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Summary

Fine amount: In the future, higher GDPR fines are to be 
expected.

Fine proceedings: The nature of proceedings is changing -
Effective defense strategies are more important than ever.

Data breaches: Data subjects tend to claim damages more often. 
Companies should develop a strategic approach for such claims.
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Summary

Litigation financiers: Companies will have to defend themselves 
against claims from data subjects more often. 

Internal processes: Effective design – and documentation - of 
internal processes can counteract the risk of fines and claims for 
damages.

Preparation for legal defense: Internal processes should also be 
designed with an effective defense strategy in mind.



QUESTIONS & 
DISCUSSION



You Might Be Interested In…

PODCAST – CCPA AND THE 

NEXT WAVE OF DATA PRIVACY 

REGIMES

Please click on any of the images to listen.

California’s new data privacy law has 

already set a high watermark for data 

governance in the US – with much 

more to come.

WEBCAST – BLOOMBERG 

LAW LEADERSHIP FORUM: 

ANSWERING PRIVACY AND 

DATA SECURITY CHALLENGES

Latham partner Michael Rubin shares 

insights on the impact of the GDPR, 

the CCPA, and other laws on risk 

assessments and litigation strategies 

in a panel discussion with other 

experienced litigators, "Preparing for 

Privacy Enforcement & Litigation 

Risks."

Preparing for Privacy Enforcement & 

Litigation Risks

WEBCAST – PRIVATE EQUITY: 

ASIA PERSPECTIVES -

EPISODE TWO: 

Data Privacy and the Changing Risks 

Across Asia

In the second episode of this series, 

Latham lawyers discuss how GDPR 

has impacted Asian countries' own 

data privacy legislation and what to 

expect going forward

Global Privacy & 

Security Compliance 

Law Blog

Lawyers from across the 

firm edit and contribute to 

Latham’s Global Privacy & 

Security Compliance Law 

Blog, and to major 

publications and journals on 

a range of privacy, data 

protection, and data security 

topics.

www.globalprivacyblog.com

https://www.lw.com/VideoPlayer.aspx?assetid=309
https://apple.co/3mXkrNn
https://bit.ly/37M9IyU
https://spoti.fi/3gt2Wlu
https://www.lw.com/webcasts/webcast-bloomberg-law-leadership-forum-privacy-data-security-challenges
https://www.lw.com/webcasts/private-equity-asia-perspectives-data-privacy-risks-webcast
http://www.globalprivacyblog.com/
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Disclaimer


