
COVID-19 Webinar

Data Protection for the Remote Workforce
Employers shifting to a remote workforce to aid public health efforts must combat new data privacy and cybersecurity 
threats as they work to maintain employee efficiency. Managing employees located off-site, often using their own 
technology to connect to company networks via private Wi-Fi networks, takes careful planning and supervision. 
Whether remote working is new to your company or a regular part of your routine, it is very important to be mindful of 
confidentiality and security obligations to your clients and personnel while outside the office.

Fox Rothschild has created this helpful, at-a-glance guide to Data Protection for the Remote Workforce as a supplement 
to its COVID-19 Privacy Concerns and Response Strategies webinar.

Cybersecurity and Privacy Considerations for Remote Working
Remote Access Issues
 • The three most likely connection scenarios are:
  o Connecting through company-issued computers, which is very safe if a properly configured, encrypted   
   connection is used (e.g., VPN)
  o Transporting desktop computers to homes, which is generally safe if properly configured, encrypted connection  
   is used (e.g., VPN)
  o Citrix, Remote Desktop, which is very safe if proper restrictions are in place (e.g., cannot download or upload 
   files from the remote computer)
 • Multi-factor security for remote working is a must.
  o Licensing issues may need to be addressed in advance.
  o Training may be the biggest challenge for users not previously used to multi-factor security.
  o Mobile and/or home numbers need to be collected in advance for sending multi-factor challenges. 
 • Unsafe Wi-Fi may be utilized, so users should be reminded to avoid public Wi-Fi options.

Remote System Resiliency
 • System adequacy must be tested. It is not acceptable to rely on “in theory” business continuity.
 • Unpredictable workload: Constant changes and sudden time zone loads will tax any system.
 • Inadequate bandwidth/resources can halt work; the company may need to increase the load the pipe can handle.

Personal Computer Use
 • Priority One: Avoid extra copies of data in disparate locations.
  o This requires constant reminders to users, and specific practices that should be avoided as examples.
 • Prevent use of personal email and file sharing services, which create extra copies that never get deleted.
  o It is an excellent practice to block access to personal email and file share services while remote working is  
   being utilized, provided those resources are not needed to do a job.

Printing
 • Discourage or prohibit printing documents at home.
 • Insist that any sensitive documents printed be brought to office for secure disposal.
 • Remind users to prevent family members or other “trusted” individuals from reading documents while at home.
 • Discourage transportation of files, if necessary, and avoid public transit.
  o Remind users that eyes wander in public and on public transportation.

By forcing many employees to work 
from home, the COVID-19 pandemic 
has complicated businesses’ efforts 
to prevent cyberattacks and protect 
private information. At the same time, 
new dangers have emerged, taking 
advantage of the unique vulnerabilities 
of a dispersed workforce.

Failing to adjust puts your sensitive data at risk. 

Your customers — and your insurance company 

— expect you to conduct employee data security 

training and maintain certain certifications. 

You don’t get a pass because your team’s new 

workplace is the kitchen table.

Webinar-Based Training

Fox Rothschild introduces an interactive webinar 

designed to meet the need for remote data 

privacy and security training, presented over 

a secure Webex® videoconference to avoid the 

risks associated with large gatherings. Keep your 

workforce engaged in the fight with real-world 

examples of common data privacy dangers, 

detailed briefings on new security risks and 

practical strategies for recognizing and defeating 

cyberattacks.

In addition to reviewing best practices, our 

training covers:

•  Phishing attacks, including COVID-19 related 
campaigns

•  VPN-related privacy considerations

• Multi-factor security

• Personal computer data security issues

Effective and Efficient

Presented by Mark McCreary, Co-Chair of the 

firm’s Privacy & Data Security Practice, this 

fast-moving, flat-fee training will arm your 

employees with the tools they need to prevent 

your company’s sensitive data from falling into 

the wrong hands.

Leave your employee data security training to 

a trusted advisor who has conducted hundreds 

of training programs. You have enough to worry 

about.

For more information, contact 
Mark at 215.299.2010 or 
mmccreary@foxrothschild.com

Maintain Your Obligation to Train Your Remote 
Workforce in Data Privacy and Security
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